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tf£;ft£fM## (HDD- ID) , M^7>f7> h^if U3i$tlfc 
j*^'/*- Kl 6tCH^JC#Stifc»S!IS# (MC-ID) fc-etienm^-rs 

o 

[0 0 7 1] 

CPU3 0U, zn^vmrn^z. mQiz^-r^oizi/^^^v-Amm^ 

[0 0 7 2] 

*.&S S L (Secure Sockets Layer) ^©aHi^n h =r;WCScH\T'ff 
[0 0 7 3] 

r<Z)#Hc£VM:tt:, CPU30!t &^A>fX£:ii'fI&fi t e>;i£T% * 
7>f7>MD, HDD-I DMMC- I D&H#Lt»/^fA1r-/^l4 
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MlCg#2*lT^£V^;fttf)MC- I D £ % — 8t b o 



m$E#2 002-3014529 



#2002-04 1890 

sm^-r yt-y&^5>fr> k**««i (m$hmm . r 

tilery, a— !f WiS tifc 3©rL-if^^}6^Ti--sr 
[0 0 7 9] 

— a-iffr*,^;**!*:;*^'; Kl 60MC- I D#, t'-^^-X 

T^3a-if<Z)@;t<Z> I DT*&£a-if I D (User ID) t 09;U*SL8t 
[0 0 8 0] 

fit, i/XfAt-^Il4}i, 06 tCa^ <fc-?JC-£tf>3-if<D*^>f T> 
hID, HDD-I DWMC-I Dilute, . _tfB3-if ©S^tf) I DTffeSa. 
-if ID (User ID), Mt(ClKit5MC-Ke y^-i«)JCb, ZL 
tl% rrL-ifx> MJfij £ bt'>^fAU-^i6l4 (Dt 1 -*^-* 3 leg 

[0 0 8 1 ] 

^-f r> hfig^siai, hdd2M^ : e , j*- ki 6®3o®i D<Dm&&t> 

-&T*#a - if & #S I T t 1 - # * - X 3 IZ&m-t Z o 
[0 0 8 2] 

t^JTy KSg*3£*l, HDD2X^ : E , JA- Kl D.#, H 

fcsa-ifia^£T-£fc*5fcv^£fctt^y&fcv^tf>, :©3o® i Dicg 
^v%Ta-if^$:ff e»3i:tcj: y, a-if £5tJ^c#j£ UTa-if£»&fr ? 

atf-&, <k ySH^7tcR5ih1--5 3i:^T*$-5, 
[0 0 8 3] 

a.— IffiUfcOBRJC, TMC-IDCO^j , r ^7^7> h I D(£><&j , 



ffiaiEff 2002-3014529 



#2 0 02-04 1890 

fHDD-ID©»j , I'M C-IDt^7-Y7>hID] , TMC-IDilH 
DD- I Dj v j£v^£ ^7^7>MDi:HDD-IDj ?:i/Xf^if-Ag 

[0 0 8 4] 

NUW?g©e>*>, 3— If ID (User ID) §MC - K e y T*«F-*ffc U Z. 

nit -try hmmmmmizmm'tZo 

[0 0 8 5] 

(MC-Key) 

_hfB rMC-Keyj tt> ? ^4 y y hSgjfcSSfi 1 £ >>^^Ait- A 

e yli, MC- I Di^lC^U Kl 6 WtC^^fH'H^ tlT V^ 0 
[0 0 8 6] 

mc- i d«, ^--^^^^"^11^^^^^^';^- ki 6 (Dmrnzmv tftt 

K 1 6 ftiZmmZtlT^Z, r©MC-Key(i, l-Wt'JA 

-ki 6ftizmmznx^&mm*H$iLf~m&T'%, ^aj^^nsz: 

[0 0 8 7] 

>*^A1fW^g4(DT r -#^-*3{Cte > ^tCQ^^'J^j- Kl 6 
©MC- I Dilute, &*^V#- K 1 6{CfE'H£*l£MC-Ke y^IB'H$4x 
T^3 0 ^*^Aif-A^g4 MC-K e y £ & o £: £ £ ^ODt" 

-^t^-^3^f)MC-Key$:l*tl}lTW§. Z.(Dfetb. ^^^T>h 



£BIE# 2002-3014529 



#2 002-041890 

[0 0 8 8] 
[0 0 8 9] 

Z^JTy hffi^mUl ti/^^-AmWA £.<DmiZ&tt 2>MC - K e y 
<Dm%mttmt-tZ>Z.tT% MC-Ke y#|gH#{C^3££n£*#^&imL 

[0 0 9 0] 

i/X^Aif-A^fi4 it. ^--iflD (User ID) &igfe*t SBI, ^» 
3 tCfB'lt£*lTV^MC-Ke y MET ? 12 X £ tlT 

SrL-ifCD^^eU*- Kl 6{C*f^Si-SMC-Ke y Sll^tS. fit, dtf) 
I|{tfeMC-Key^MV^ta-f ID (User ID) &H#ftUt^7 

[0 0 9 1 ] 

r©MC-Ke y li, ±fH^L-1f ID (User ID) , ^f-f T=l~ - ? 
ID (media unique ID (MID) ) , nyf-yv^r- (Con 
tent-Key) , J&X$C o ntent-Gen-Ke y £ ^tl-f 

[0 0 9 2] 

MI D(t ^-ft-r-f **#»C@^lCtt$ftT^<6 I DT*&£„ 3 > > ^ - 

x?izmm2n&^yTyy*m^it&m?zmzm^btitm j %m 

T°2b&o Content-Gen-Keyli, H D D 2 IC =r bf- £ *i5 3 
[0 0 9 3] 

^V^^r-SrfflvxTttt^br*. fit, * 9>f T > hfig^SIS 1 tt, Z<D'&^ 
itLfeny^yyit, _LSEC o ntent-Gen-Ke y V^lSRf-SHtfll 
aLTHDD2tC3tT- , fSJ:^tCJ&oTV^S. #0<ttftj*t* «. 

2 6 Jii!E# 2002-3014529 



#2002-04 1890 

[0 0 9 4] 

S/^-rA-^-A^S4-(B!l*^jg#$tlferL-if I D (User ID) Sr^^U 

-»f^<Z)^f^^Tt- ^ D fit, 30^,{cfe^T, Kl 61C« 

, EI6tC^"T<l;-9iC^i?)f2'IS$tlT^^MC- I DMC-Ke y M 
C-Ke y-eBif-^-fb^tlfen-if I D (U s e r ID) tlZ Z. H ti & 

So 

[0 0 9 5] 

|gilt--g>il, MC- I D, MC-Ke y^:t>*n-if I D (U s e r ID) ffifR 

t 2 ^ * jc f a b £ ti t v ^ s zi > -x- > y & r (Z) fa <£> n - -tf ® h d d ic ^ ie & c n tr - 

[0 0 9 6] 

Zl <Z) n tf - 1:31 ^X-^ A n > f>7&HDD 2 (c 3 k? — £ n- 
rL~ ID (media unique ID (MID)) £ A-tT-A 

-ts, z.cDfcth, ZL(DnyTyv*r-*$:m-tz>Z.^oz.}L\*, i/XfAt- 

[0 0 9 7] 
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[0 0 9 8] 

i:-r^ 0 ffi©n-iftt, HDD 2tc:i>^>y £=rtf--f -Slgitc, g#$4x^3t 
ra^ffl^f^ T^--? I D$:i/XfAt-^if4 C^-T-So 
[0 0 9 9] 

L;frU £/X-r-k-tf--A|£fi4{R!lfCte, ^f^^^f^Ti--M 

fffc.&v^ nyTyv*-*A^&^£.tfT*%te^m<D=L-*?\t^ ny^-yy 
^hdd 2 ic=2tf--r£z:£tei?£&v^ ^conhf-f 3S*>*^-M£, r co J; e> 
tc LT n co^FIEn tf — £ Rfrit b T V <g> „ 

[0 10 0] 

B707O-ft- MC y=L — -J7 I D (MID) 0>£#fcrL— *f# 

ny^yy^-zmm-tZtT'CDtfiftZB'to ttc Efsic, ;*^yrLZL-^ 
[0101] 

ZL(Dm7 &T$m8 SrfflVNT^^-Y TrLn - I D (MID) <E>3£$i£: 3 >"x-> 
MD (MID) ©g#£a>^>y*-CDI&#^ (tiUHIfi) tt, n.- 
[0 10 2] 

i 2 izmti. 

[0103] 



2 8 
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<d mnmmmm & ma^r mm n & o t v n & . 

[0104] 
[0 10 5] 

n--tf I D (User ID) MMC - I D&i/^fAt-A'gfi4 idf f 
?^-f7> hS&^gl tt, r(DlL-if I DWMC- I Dt^C, 

{C#£ tlT V*-g> ;* 73.--^ I D (MID) & ^-^A-tf-- Agf 4 fflfflcM 

[0 10 6] 

$kfomz\%. cpu3oit ^ua- ki 6 tmm^n^\ msiz^-tj:^ 
kmc- i d *i/7.Tt±v- rtmmimizmm-t cpu3o«, 

LT^*^A1f-Ai£tt4 WfC^fg^,, CPU3 0li, 4 7, V MW 

SP3 3 fcMULT^f 1 ^ X^^^B^irc^f^ 73--^ I D (MID) £M 
C-Ke yt'lf^b, 3tl$rS/X^A-9--A^g4M{C^fff 
[0 10 7] 

v-Ammimizmm-tz&oKLxijj:^, t^^yy h i dotdd- i 

D(±, _hgBMC- I D £.mz=L—t?<Da&feKm^Z>Z. fc#T*£6„ MC-ID, 
^5-Y7>h I D&tfHDD- ID03o<DI DScMV^T-S- — & f-SIi: 
T*, MC- I D<DfrT*3.—*?<DmfeZ4 : TZ>m'&& Ufc, <fc UiE5S{CrL--tf 



fltiliE# 2 002-3014529 

t 



#2 002-041890 

[0 10 8] 

flWtt, WAtfSSL (Secure Sockets Layer) ^CDiifg^n h 3;WCg^ 

■9- -ASUS 4 fc©|fin?tt, ££tt©f*V*Si«&fT3::i:#T*S* 0 
[0 10 9] 

l{W*^^$tl^n.--tf I D (User ID) »^IDt^5»5: 
mmtZ* ZMXT-v-fS 1 3 &C£V^T, ^^fAt-^lt4^ n-ifID 

[0 110] 

JittiftCtt, i/^fAt-;iit4tt, v^^yy h^gfi flff^&ants 

tlfeMC-ID (M^7>f7>hID, HDD- ID) [Clo^tf-^^- 
^3 5:#il, - I D{:Mf5MC-Ke y$:l*ttjf 0 fit, 5/ 

^fAt-^iSS4li, 30MC-Key{CSc5^t, M C - K e y X*m^lt £ 
tirmmznt~3.-if ID (User ID) T=l~-V I D (M I 

d) zztizn'&^ifrt&a 

[0 111] 

VmmULTz.—*? I D (User ID) , MC-ID, ^7^7> M 
tfHDD- I D^tfiB'BtStlTV^o Z.(Dfc&>. i/^fAt-Aifi4(t MC 
-ID (?7^7>hIDMHDD-ID) iCg^T-r- # * 3 f*ftf>n. 
-ifflMRfcttST*-*. fit, i/^fAt-^il4H r ©^--tf.fMp^rL 
-If ID (User ID) ;^I4 ffilUCT ^iz* Itt 

T^^n--y J ©rL-if I D (User ID) ^feffi^^S. 
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#2002-041890 

<fcU, Z.<D&.mJMlftmifiX J rv7S 1 4lC5tt?„ 
[0112] 

-if ID (User ID) fc, 3|ft > >XfAf-^ifi4 ftiHCT^-feXLTt* 
TVN^iL-if^^L-if I D (User ID) -tCDa.— !fl 

D (User ID) ttfcS&fcJHWf"*-*. fit, t'^A-tf— te, * 
f'y^S l 7 ic£vat, r^L-if i DtfMISre't. 3.—*f&M*LTTZ 

[0 113] 
[0 1 14] 

^K^ft^fttfSflT^S^-r T:*--* I D (MID) ^TSftlSnTV^ 
* 3 <Z)^t^ 7^1-^7 I D (MID) {C*fLT7^£32T£;i£-e, =r tf — 
[0 115] 

S/^-rAiJ— AS!«4 li, ^f-f7i--^ID (MID) 
fb-TSi:, fffi^f^7i--^ID (MID) (C^f Lt77^fictV>S^ 
^StffitS. rtUCfcU, -ZCDtT-f T=l--? I D (MID) fc^-TSft 

[0 1 16] 

f©^f-f7a--MD (MID) ©77yMoT^^V^ ^<D*t 
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-r 7=l—-9 id (mid) tfttstifc^T 5 * ^^^e>jg*{c3>r->y©=rfer 

^^-7.3p^{Ci3^€)-e(Z)^-T : ^ 7=L--t I D (MID) 075^?:STS O 

>>^fMJ-AM4 tt % i©77^S:4TAc^r'f7a--^ID (M 
ID) -E-©rL--9*(7)rL-ifx> h UW*tC«l»LT, ^©Stt^frSS:^ 

[0 117] 

£*UCMUT, f®^f-f72--^ID (MID) ©^ytf&oTv^tg 
-a-, iiiiclc-eoD^T^ ri--^ I D (MID) tftfStifcft-T^ mrfribny 

[0 118] 

f 4 tt, .-?-<Z>:i.— If©^ U iJ- K 1 60MC-K e y fcffi^T, ft^-f X?(C 
fE^£;ftTV^=i>^>y SrBgp-^fbLfen^^V^^- (Cont ent-Ke 

y) ommttft e>o -eit, ^(om^tLt^ny^yv^-^^^ryb^ 
3zmmi®mzmm?z>o z.(Duy^-yv^-<Dmmt. ^xfAt-;iit4« 

[0 119] 

MC-K e ytt, ^©n-if *?Mt5 * ^ U * - K 1 6 JC*f UTH^»C#3 
*ITV*S. Z.<Dfctb, Z.<DnyTyy*c-Z'&-%1tLTm%-t2>Z. HtfT£Z>=L 
-if£, f©MC-Ke ytfgBtttStlfc^U Kl 6 fe^f ©*IC 
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[0 12 0] 

>T7> N I DWHDD2CHDD- I DfeS^ffi-To i/^^Ai^-A^S4 & 
, £*ie>#ID<fe, M;U*SUR&fl!v*TJgfSDfc r 3 >f>^yx>^- (Co 
ntent-Gen-Key) j T'Bg-iHt L T * =y >f 7 > h3S^S 1 fitflCjg^ 

[0121] 

££IC, J/^fA^-Aif 4li, *^>f 7> h I D&tfHDD- I D&RgF# 
^b"r•5l^^CMV^7c=I>7 : •> v y ^"a:>^r- (C o n t e n t - G e n - K e y ) £ 
, _hfHMC-Ke yT?Bgp^fcUT^^>rr> h«5fc§6« 1 flf 
[0122] 

ztifetr^JTy h i d mmt^JTy hffi^mm int^^ry b ma 

$tltHDD-IDi:, *3»*9>f 7> hfiB5f5^fBl K:SjKS*ITV%S HDD 2 

©HDD-iDfc&ig^ts. -ebt, tr^^ry bmxmnut* ±.U2^><d 

*^>f7>hID£, _hSH 2-DCDHDD — I Dt^, ftlftl-gttS 3 h £5t 



[0123] 

T, ^g^Sti'Tv***^ 7> h I D&£>*HDD- I D£jg#-r£z:i:fcJ: 

tHDD 2(D|fl^^^>-&T*©^, 3>^>y<Z>3l^ - nfffifc 
[0124] 

££>&C, ^^fAt-Aig4li, ^7>f7>MDMHDD-IDS:fi|# 
fCtf £*17cMC-K e y ZM^Xm^itLT 3.-*f<D9 T> h^ISS 1 IC 
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£rL-+F&, f©MC-Ke y #gB'fi£*l£* ^ U *- Kl 6 £ a.— If© 

[0 12 5] 

4ffiff^e>jg^$4xfeMC-K e y T'ff -SHt;£*l£=l =5p- (C o n t e n 

t - K e y) , MC-K e y T*B|MHt:£ 3 > y S^x > 3f- (Conte 
nt-Gen-Key) , JkTfny ^-y V *J x~y *r — (Content-Gen 
-Key) l*mi§rit&tlfc9?4Ty b I D&tfHDD- I D £ ;ft -^ft, * U 

k 1 6 izmmfflw~?z>o ztnz.& y , i©0 7 a - hJC3*-rs» 

[0 12 6] 

(MID) S:tt53tf-f X^lCgH'liStifeii^^^^CD^iitr-© 

>y©3b:-&tf 3*iEttffi«:l»JLL'*- 5ii:^T't5„ 
[0 12 7] 

#CIC, rL-iftt, Z.(D^y^-y s y^r— (Content— Key) 
[0 12 8] 

IH 9 teicDu tr-^f^^^ti^^-r^n-^^- h, mi o &z:<Dn>-r>y 
©=ibr-^fft)*isiRtc, v^Ayy hig^fti , hdd 2X^t»JA - K 

1 6©raT**»;ae»fff*S:«^:WtC^LfeBl7?S)«. £<Z>ei9&tfBll 0 
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[0129] 
[0 13 0] 

Xf'y^S2 1t'(t ?^-Y T> hS^Igfi 1 <Z> I O P 3 2 -e*l-?tlMC 
-K e y T*B|r#'ffc$tlfe3>^> v y^- (Content-Key) &t>*n>^ 
yWx.y*t— (Content-Gen- Key) fc^^U Kl 6^?>^ 

[0131] 

«5ft$l«i -e-eti-en^LTv^s. z.©fc«>, cpu3oh zi<5d#^ltv% 

5MC-Ke y&Jg^T, JiSBHf-^'ftS tlT ^-5 3 >-r > y 3f - (C o n t e n 
t - K e y) fotfny^yy *?x.y*r— (Content-Gen-Key) & 

tfXT-y? s 2 2 (ciifro 

[0 13 2] 

^f'yyS2 2T'H IOP3 2^, =r>^> x y £?x>3f- (C o n t e n t 
-Gen-Key) T*B£-5Ht<* tifc V *7 >( 7 > h I D^HDD- ID&^t'J 
A-Kl6^f)i»tfSU r*l£&CPU3 0JC#t^-t,5 o CPU3 0H 
Utftbfe3>f>yyi>*- (C o n t e n t -G e n - K e y) £fflV>T 

[0 13 3] 

I©^f7yS2 2Tit CPU30^ ±gB«-iHfeLfe*9>f 7> h 

CPU30(t ±SS«-9-ffcLfeHDD- I Di:, 9>T T> h**iS 

IlSCiI$tlfeHDD2©HDD-IDi:$:I^tS 0 
[0134] 
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#2 0 0 2 — 041890 

&tc, ^f'y^S2 3t'it CPU 3 0#, _LfE 45- ^7^f7>M D, &l>*± 
[0 13 5] 

®^^-f r> b^mmiw^JTy h i dmhdd- I'Dfc-gfcLfcv^ 

V^dfctt, MCDa^rV^^ 1 - (C o n t e n t - K e y ) <B3l»#, IE& 
[0 13 6] 

f jEM=l— K 1 6 $:S#^ti^^lEn.- 

[0 13 7] 

[0 13 8] 

D&t>*_tfB£-HDD- I DCD— SSC&tftffiLfelRJC^'r-SX-T-v^'T'feSo 3© 
CPU3 Oli, M3 3 ICJ; X? fr*>H£.Znfczi 

y^yV R AM 3 6 {CfBlt^tlTV^n:/^:^ (Content-K 
ey) &«V^&-iHISt5. CPU3 0H ^KBtM-ffc Lfe 3 >^ >y £ 

, RAM 3 6 {CSEH^tlTV^n^-r^y S/x>=5f- (Content-Gen 
-Key) 7?SH6p-&-ffcUTHDD2tC«#&^S. 
[0 13 9] 

#ac, ^^^>^S2 5T*ii, hdd 2^, H i o izm^^ e> ic±fBn yf-yv 
Vx.y^-X-nmmt^tit^ny^yv^J\- Kf^ (utT-) 

o 



2002-3014529 



#2002—04 1890 

[0 14 0] 

7£IC, 2 6t'(i^7-f7> hSg5M£Sl <Z)C PU 3-0 ^HDD 2 i: 

^TUT^fcV>»-&, CPU30H |«^0^f 7 ^ S 2 4 ^t>'^f>y ^ S 2 5 

, HDD2lc^ltn>f>70M$:lT^. n>f>7©3^-A^7tSi: 
, rontr-ffg^^^^s 2 7 ICitfro 

[0141] 

^f>y^S2 7t'ii, n>^> x y©ntf-#5S7bfcfc#>, IOP32^, ^ 
K 1 6 iCfB'lt^TV^n^-r:/*/ 3f- (Cont ent— Key) & 

[0 14 2] 

dtf)J:3lC, ^^>TT> h^B^iggl (Content- 
Key) T'Bgp#'fb$tiT^T r >r ;* * £SB«3*lT n S/X^Aif 
-Aig4 3^e,»fTStlfen>'5 L >^dp-7?«^bL'CHDD 2 IC 3 ti° - f £ „ 
fit, i©2>f>^©3tf-ftlC, '^=EU*- Kl 6rtJcaa«3*lTV%-5 3 

So 

[0 14 3] 
[0 14 4] 
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[0 14 5] 

[ =r hf - £ *i n y 9- y v 

#CtC, Z.<D£$iZHDD2iznif-2nfcziyTyyi*. a— !f*««fc»;5g0ll 
£ L T ftl m 1" £ Z. £ ffi V £ 5 <fc e> (C & o T V a * o 
[0 14 6] 

mi lie, HDD 2ic^#34x^n>7 L > v y©#5fe^©^tiS:^i-^n-^- 
-v-h&^-To si 2icc:o#^fSicsvNT, ^^>TT>h^ig«i 

[0147] 

011 (D?u-^v- hit, m^ny^-yvoya^-^lEm^mr^^tc.^ 
[0 14 8] 

Xf>^S 3 1 T'fcfc, *^-fT> h5g&3£!£« 1 CD I O P 3 2#, _hfBM C — K 
e y X'^mt^nt=.ny^yVi/3Ly^r- (Content - Gen-Key) 
S^^E'JA-Kl 6^^i*ffib, 3tl$:CPU3 0lC#y&-t£o CPU30tt 

. z.(^ziy7-yvV^y t ^ 4 ry Vi&m3&nim~zUWLT^Z>MC 
-Ke y ttm^T'&^ritLTnZL-tZ* 
[0149] 

#:&c, xfy zfs 3 2 T*ii, iop3 2^ ny^yvv*.y*- (Cont 

ent-Gen-Key) T'Rf-§Ht£ tlfe ? ^^f T > b I D&t>*HDD - I D S: 
^^'JA- Kl 6#Mbg^mU rtl?:CPU3 0t:Mt5 o CPU3 0H 

IDMHDD-ID^tfftfS. 
[0 15 0] 

?£&c, ^f>y^s3 3t'(i, cpu 30^ mmt^-iyy htftjfcmmnztt 
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yy h i Dt^ti). 

[0151] 

cpu30ii mmt^^yy bffi^mmi izmm^nx^^HDD 2 

©HDD-ID a, JifHn^^^^^i^^-T'^-^^fkLfeHDD- I Dii&flg 
[0 15 2] 

±S3^^^-TT> h I D&t>*±fB3-HDD- I D#-£fcL&V^^e>rh«, 
f&CDrL-1ftf)HDD 2#MV^ftTV^3 ££^-3% 3<£>£#), CPU3 011 

[0153] 

3 60 i -5 {C, Zl^Zltf-^^^^AtC^VNTtt, HD D 2 iCZItf-Stl^n 
£?f£-r£|gilC=tiK 7> M D&tKHDD- I D&m&Zfio, 

M^ti> iEM©n.-if^m*i--5.^^U^- Kl 6 tziy9-yytf&&znfcH 
DD2£\ ^H#lcM^^tl^^§:#^So iHfH gftW54Tyb$s 

dd 2 ^izmm^nx^^ziy^yv^n^^nt) z.tn&2> a 

[0154] 

l^u ^^'j*- ki 6 ftizm-mznx^^ § jyy s 1 d&, iem^^l 

— <X) 9 *y 4 y y V I DT'^So Z.<Df=.&. ^£f©^7-fr>h«*l$t©^ 

St LfcV*£ flH#<Z)*^>f T> hSg^MSJCfc^T, HDD2jCfa'H$ 

ftTv^n^T^yODS^liJgWStlS. i©fe«b, **eu jtj- K 1 6 fcHDD 
2#«-£3*ifc»-£T?fc, HDD 2 (en tf-£;ftTV^:2>-r >y©^M£B£it 

[0 15 5] 
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